
ty authorization. This would improve 
communication between practitioners, 
thus improving the coordination of care 
through efficient data exchange. Ex-
changing data between practitioners 
and organizations in a quicker, more 
efficient manner leads to greater patient 
satisfaction.2 This would also shorten 
the amount of time that elapses be-
tween a patient’s request for his or her 
own personal health information and 
the time when it is actually received.
 The American Recovery and 
Reinvestment Act of 2009 (ARRA) 
included the Health Information 
Technology for Economic and Clin-
ical Health (HITECH) Act. HITECH 
will require patient portals and other 
means of secure messaging between 
patients and physicians to earn reim-
bursement as part of Meaningful Use 
requirements for Medicare and Med-
icaid subsidy programs in the future.3 
In addition to improved patient–phy-
sician communication benefits, this 
engagement in the healthcare process 
offers patients the opportunity to take 
control of their healthcare and be ac-
tive participants in decision-making.4

 Many people find that being able 
to participate in the formation and 
ongoing supervision of their own 
care improves their satisfaction and 
actually motivates them to follow 
instructions and treatment plans. A 
distinct advantage of both PHRs and 
portals is that they allow the patient 
to be an active member of the med-
ical team and not just a passive con-
sumer of healthcare services.

 Reprinted with Permission from 
The Journal of Medical Practice Man-
agement, Sep/Oct 2014, pgs 89-93, 
copyright 2014 Greenbranch Pub-
lishing, LLC, (800) 933-3711, www.
greenbranch.com

Cloud-based systems have 
interoperability potential 
with electronic health re-
cords (EHRs), personal 
health records (PHRs), 

computerized physician order entry 
(CPOE), home monitoring systems, 
and many other record-keeping or da-
ta-exchanging systems used by health-
care organizations.1 With a patient’s 
consent, the information stored within 
these record-keeping systems can be 
exchanged or accessed by other orga-

nizations via the 
cloud system.

 This type of 
s to rage  would 

allow for a fast-
er exchange of in-
formation via the 
Internet, because 

everything could 
be housed within 
the cloud system.2 

Outside organi-
zations could be 
provided specific 
login informa-
tion that would 

g r a n t  a c -
cess to only 
the data for 
which they 
have securi-

Here’s how to 
leverage available technology.
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submit other medical requests, such 
as refills or referrals, that normally 
would be handled by staff.9

 Consequently, the portal will con-
tinue to assist healthcare profession-
als in the daily operations of their 
organization while also providing 
near-instant access to patients online.
 When considering types of cloud-
based programs and deployment mod-
els, providers should consider what 
type of access they wish to grant to 
individuals within their office and 
whether they wish to allow any others 

to access their records. Four types of 
cloud-based system deployment mod-
els are available: public, private, com-
munity, and hybrid.10 These models 
provide the basic groundwork regard-
ing who is able to operate, manage, 
or share the information contained 
within the specific cloud.

Public Cloud
 In a public cloud, all resourc-
es, applications, and stored data are 
made available to everyone over 
the Internet.10 This is an open ac-
cess model—the information stored 
within the cloud would be viewable 
by the general population and is not 
restricted. The risks of a public cloud 
service include a lack of confidential-
ity of patient health information. Al-
though the information would still be 
available for use within the business, 
the general population also could 
access all data saved to this public 
cloud. In other words, a public cloud 
is not useful for PHRs or portals, but 
is suitable for providing health tips 
and guidelines to the general public.
 A private cloud is operated, man-
aged, and shared by a single office.10 All 
resources and applications are available 
only for that business. This model often 
is selected due to concerns regarding 
security of in-house information and 
for research and teaching facilities, be-
cause it makes stored data accessible to 
anyone within the office who is grant-
ed access to the private cloud.11 Many 

 A patient portal is a cloud-based 
application that allows secure, confi-
dential, and efficient access to person-
al medical information and communi-
cation between patient and provider. 
This access can be provided via Web 
sites apart from a provider’s exist-
ing Web site, within the provider’s 
existing Web site, or through a pro-
vider’s EHR.5 Via the portal, patients 
may view or enter their own medical 
information online, complete forms, 
send secure messages to physicians, 
view and apply payment to accounts, 
request appointments, or download 
their information into a PHR.5

Personal Health Record
 A “personal health record” is de-
fined as “an electronic, lifelong re-
source of health information needed 
by individuals to make health deci-
sions.”6 As implied by its name, the 
PHR is maintained by the patient and 
is not considered to be a part of the 
legal medical record. A PHR can be 
tethered to a physician’s EHR, which 
provides a direct link between the 
patient and provider. One advantage 
of the PHR is its ability to provide 
improved communication between 
the patient and physician, thereby 
allowing the patient to become more 
engaged in the healthcare process.7,8

 Patients have some choices as to 
the format of the PHR, such as wheth-
er they prefer hard copy/paper re-
cords, documents on a disk or USB 
drive, or an online record possibly 
connected (tethered) to a physician or 
other provider(s). One method of stor-
ing Web-based PHRs is the use of a 
cloud-based computing system, which 
can be accessed remotely via the In-
ternet at any time from any location. 
These systems have the potential to 
enhance health information exchange, 
which cannot be done with hard copy 
records or documents on a USB drive.

Patient Portals
 Increasing patient engagement 
by providing patient portal access 
increases efficiency and decreases 
costs for healthcare providers by 
means such as lowering phone bills 
or printing costs. Patient portals also 
assist in streamlining processes re-

lated to routine patient communica-
tions, such as completion of forms, 
scheduling, educational material, pre-
scription refills, or billing. In addition 
to the benefits provided to patients, 
providers also stand to gain from the 
implementation of a patient portal in 
their efforts to meet Meaningful Use 
compliance guidelines.
 The Office of the National Coor-
dinator for Health, the Centers for 
Medicare & Medicaid Services, and 
the Department of Health and Human 
Services established Meaningful Use 

regulations in a three-stage process to 
ensure the adoption and use of cer-
tified health information technology. 
Meaningful Use compliance guidelines 
focus on the improvement of patient 
outcomes through the establishment 
of electronic methods of data collec-
tion, information access, communica-
tion, and improved clinical outcomes. 
These guidelines were established to 
improve safety and efficiency of care, 
increase quality of care while reduc-
ing health concerns and engaging pa-
tients, and improving the coordination 
of care with an emphasis on privacy 
and security of patient health data.9

Meaningful Use Stage 2
 In Meaningful Use Stage 2, health-
care professionals are required to pro-
vide electronic copies of health infor-
mation, such as medication lists or 
lab results, to patients upon request, 
providing electronic access to this in-
formation within four days of the in-
formation being available to the pro-
vider and clinical summaries within 
three business days of a clinical visit, 
and also to establish secure messaging 
methods to communicate with pro-
viders.9 These functions can be imple-
mented within a patient portal.
 In addition to providing electron-
ic access to personal health informa-
tion, a patient portal allows patients to 
view or request appointments, update 
personal information, access medica-
tion lists or lab results, send secure 
communications to their provider, and 

HIPAA regulates who uses or discloses 
personal information.

Cloud Computing (from page 65)

Continued on page 68



www.podiatrym.comSEPTEMBER 2015 |  PODIATRY MANAGEMENT 

68

ROADMAP 2015

when any model of cloud computing 
is used.13 A firewall analyzes any data 
coming into the network or leaving 
the network. In a cloud-based system 
that allows for data exchange between 
organizations or even other systems, 
maintaining secure firewalls becomes 
very important. These methods should 
be coupled with regular maintenance 
and other protective software, such as 
notifications if a network breach occurs 
or regular virus scans. The system also 
should have the ability to continue op-
erating if such a breach were to occur 
in order to prevent an automatic shut-
down or freezing of the system.12

 Access control means that spe-
cific privileges or permission settings 
are established to limit the amount 
or type of information accessible by 
specific users or groups of users.14 For 
instance, certain users can be provid-
ed access to specific contact informa-

tion. Another tier of users, such as 
healthcare providers, can be provided 
access to private, health-specific in-
formation. Insurance providers may 
have a separate permission setting for 
information that specifically relates to 
billing purposes. An administrative 
permission set would allow adminis-
trative access to all information with-
in the system for reporting or analytic 
purposes, as made possible by the 
cloud-based system.14 Administrative 
entities can then use these analyses to 
further improve patient satisfaction, 
outcomes, and healthcare services.

Capabilities of Cloud Computing to 
Improve Quality of Care
 Because a cloud-based computing 
system can be accessed from anywhere 
at any time, this enhances the efficien-
cy of healthcare providers.1 The sys-
tem would include the ability to make 
notations or store data regarding the 
provider–patient encounter at the time 
of the encounter through the use of mo-
bile devices connected to the cloud.15 A 
healthcare provider can collect data 
from the patient and input the data di-

offices may opt to use a private cloud 
for PHRs and portals to avoid concerns 
related to improper use of confidential 
patient health data and other privacy 
concerns.10 This would be ideal for solo 
practitioners or other small healthcare 
entities. However, other options are 
available for providers in partnerships 
where several people need to access the 
same information.

Community Clouds
 Community clouds are accessed, 
operated, managed, and shared by 
more than one administrative center 
with a common purpose, require-
ments, and regulations.10 For exam-
ple, Patient-Centered Medical Homes 
or Accountable Care Organizations 
have the same healthcare objectives 
of improved patient satisfaction and 
outcomes, as well as the same feder-
al compliance regulations for privacy 
such as HIPAA. One group could main-
tain the databases in-house, or there 
could be a third-party vendor to man-
age and store all patient information.11

Hybrid Clouds
 A hybrid cloud would include two 
or more of the previously discussed 
cloud systems—private, public, and 
community models.10 A combination 
of the three cloud systems could po-
tentially provide the best option, de-
pending on the medical practice and 
its objectives. For example, if an office 
wished to maintain a database of its 
own patient information while also al-
lowing certain resources to be available 
to other medical practices, a hybrid 
cloud system combining private and 
community would be beneficial. Such a 
system could be used by hospitals with 
several local clinics, or research hospi-
tals providing certain information for 
use by research institutions.11 As with 
any computing system that allows for 
shared information, however, there will 
be concerns regarding the privacy, safe-
ty, and confidentiality of information.

Privacy and Security
 Overall objectives regarding pri-
vacy and confidentiality of informa-
tion include protection of data, net-
works, and communication against 
misuse, natural disasters, virtual 

attacks, or other types of network 
breaches.12 Meeting these objectives 
would ensure the availability, confi-
dentiality, and integrity of healthcare 
information and services. Several key 
points must be considered regarding 
privacy and security of patient health 
information, such as HIPAA regula-
tions, data storage, or any organiza-
tion permission settings.12

 When considering safety of infor-
mation within the organization, au-
thenticated logins for all users ensure 
protection of health records and en-
cryption of data for proper data ex-
change within or outside of the orga-
nization, as well as maintaining access 
control via permission settings.2 HIPAA 
regulates who uses or discloses person-
al information as well as if, when, and 
how it is used or disclosed. Encryp-
tion of data for proper data exchange 
is especially important to guarantee 

the safe exchange of data, and setting 
specific access control is beneficial for 
accessing such information.
 Organizations should consider 
which techniques they would prefer 
for data backup services and disaster 
recovery. One approach is to store 
multiple copies of data across sev-
eral servers.2 This can be done by 
an in-house IT department or by an 
outsourced company for data storage. 
This choice would depend on the 
organization’s current IT department 
capabilities and the organization’s 
desire to outsource or control for cost 
when storing in-house servers.
 Outsourced data storage units 
have been found to be more secure 
as compared with healthcare facilities 
and organizations, not just on a tech-
nical level, but also due to the server 
physical location being off-site. It would 
be difficult for an individual to steal 
data from server farms that store sensi-
tive patient data, because determining 
which servers contain critical personal 
information versus noncritical informa-
tion would be extremely challenging.13

 Firewalls and protected, pri-
vate networks still will be necessary 
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healthcare practitioners to detect pat-
terns or monitor for specific concerns.
 The cloud system also can store 
images, such as results of examina-
tions or scans, which can be utilized 
by health care providers when meet-
ing with patients.15 These images also 
can be exchanged between networks 
of organizations or in-house depart-
ments for further review or consid-

rectly into the patient’s record through 
the cloud system immediately, in the 
presence of the patient. This reduces 
typing errors and issues of the reliabil-
ity of memory.10 Inputting findings and 
health information in the room with the 
patient can ensure that the information 
remains accurate and true to the pa-
tient’s expressed concerns.

 Another opportunity provided by 
a cloud-based system is the addition 
of a network of sensors attached to 
medical devices used to monitor pa-
tient health data, such as heart rate.10 
In fact, data monitoring systems, either 
bedside at the healthcare facility or at 
home, can transfer real-time data to the 
cloud 24 hours a day, 7 days a week.10 
This information then can be processed 
and analyzed by another system or by 
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TABLE 1:

Cloud Types Summary

Public •	Open	to	everyone
•	Unrestricted	access
•	Viewable	by	general	

population

•	Distribution	of	general	
health	information

•	Provide	health	tips	and	
guidelines

•	Not	ideal	for	patient	
portals

•	Provides	educational	
material	but	no	means	of	
communication	between	
patient	and	provider

•	Improved	if	patient	reads	
and	becomes	engaged	
actively	in	care

•	Provider	may	share	location	
with	patients	as	educational	
resource

•	Improved	communication	
regarding	shared	
educational	material

Private •	Operated,	managed,	
shared	by	provider

•	Access	restricted	to	
preferred	users,	such	
as	patients	and	staff

•	Single	office,	solo	
practitioners

•	Private	practices
•	Ideal	for	patient	portals
•	Ideal	for	practices	with	

privacy	and	security	
concerns

•	Patients	given	an	
opportunity	to	interact	
with	practitioners	via	
portal	or	Web	site

•	Means	of	communication	
between	patient	and	
provider

•	Improves	if	patients	are	
provided	access	to	view	
or	edit	their	own	secured,	
patient	information

•	Improved	if	used	as	
an	additional	means	of	
communication	between	
patient	and	provider

Community •	Accessed,	operated,	
managed,	shared	 
by	more	than	 
one	healthcare	
organization

•	Access	is	both	
restricted	and	
unrestricted

•	Larger	healthcare	
providers

•	Patient-Centered	
Medical	Homes

•	Accountable	Care	
Organizations

•	In-house	or	third-party	
vendor	maintenance

•	Ideal	for	patient	portals

•	Secure	patient–provider	
messaging

•	Patient	participates	in	
own	care

•	Patient	may	access	 
both	personal	health	
information	and	
educational	resources

•	Improved	communication	
among	providers

•	Improved	coordination	 
of	care

•	Improved	if	patient	
accesses	personal	
health	information	and	
educational	resources

•	Improved	patient	
engagement,	if	used,	which	
may	lead	to	improved	
satisfaction	and	outcomes

Hybrid •	Combination	of	two	
or	more	other	cloud	
models—public,	
private,	community

•	Flexible,	based	on	
provider	needs

•	Hospital	with	local	clinics
•	Research	hospitals
•	Larger	healthcare	

providers	with	multiple	
locations

•	May	maintain	the	same	
advantages	of	patient	
engagement	as	the	
individual	cloud	models	
that	are	combined

•	May	maintain	the	
same	advantages	and	
improvement	to	quality	
of	care	as	the	individual	
cloud	models	that	have	
been	combined

Type of        Patient
 Cloud Description  Ideal Use Engagement  Quality of Care
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bridging the patient-provider health informa-
tion gap. Health Aff. 2005;24:1290-1295.
 5 Health Technology Review. Patient 
portal: what is a patient portal? http://www.
healthtechnologyreview.com/patient-portal.
php. Ac cessed June 18, 2014.
 6 Burrington-Brown J, Fishel J, Fox L, 
et al. Defining the personal health record. J 
AHIMA. 2005;76(6):24-25.

eration. These data can be retrieved 
at any time, which may be useful 
when comparing the progression of a 
health concern over time.
 Having a cloud-based system at 
the healthcare provider’s disposal also 
makes it possible to schedule patient 
appointments, schedule rooms for 
examinations, or devise medication 
and treatment plans.1 This function 
allows the provider to view availabili-
ty in real-time and limits the potential 
of scheduling or rescheduling, all of 
which would affect the patient ex-
perience. It also allows the provid-
er to order specific medications and, 
depending on the capabilities of the 
office’s EHR, also may demonstrate 
alerts or notifications of issues within 
the cloud. Because of the efficiency of 
the cloud system, alerts would be re-
ceived before the patient was subject 
to any potential health risks.
 Using the cloud to its full capa-
bilities enhances efficiency; reduces 
the risk of clinical errors, and, there-
fore, clinical costs; and allows for a 
more personalized provider–patient 
experience. The waiting time for data 
exchange, extraction, or processing is 
significantly lessened. The ability to 
incorporate multiple system capabili-
ties, such as CPOE or monitoring sys-
tem sensors, allows for both a general 
and granular picture of the patient’s 
health, which can improve health out-
comes and patient satisfaction.1

Conclusion
 Access to medical information, 
such as through a portal or PHR, has 
been shown to provide numerous ben-
efits, such as improved communica-
tion with providers, improved under-
standing of treatment regimens, and, 
ultimately, improved compliance with 
healthcare plans.16-18 Physicians must 
play an active role as the change agents 
for adoption, but ultimately the patient 
can control his or her destiny through 
adoption and continued active use of 
these systems. See Table 1 for a sum-
mary of cloud computing methods and 
their attributes. PM
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